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THU MOI CHAO GIA
V/v bio gia Thiét bi ky s6 (HSM)

Kinh gtri: Céc cong ty cung cép thiét bi Cong nghé thong tin tai Viét Nam

Cuc Dang klem Viét Nam chuan bi t6 chirc lwa chon don vi/nha thau cung
cap Tlnet bi ky s6 (HSM) theo tiéu chuén pho bién cua cac don vi cung cap chir
ky sb clia Viét Nam dé ky sé van ban va dit liéu phuc vu viéc trien khai céc
nhiém vu vé xdy dung Chinh phu dién tir va Chuyén doi s, véi cac hang muc
nhu sau:

TT Go6i dich vu Yéu cau toi thiéu SL

- Phan cung: Cung cap kha nang bao mat chéng
gia mao giip bao vé khoi cac cude tan cong vat ly va
mang lai mirc dd bao vé cao nhét cho viée luu trit va
xur ly théng tin nhay cam nhu khoa mat ma, ma PIN va [
cac div liéu khac. Kich thude 1U 19in rackmount. P :

- Két nbi mang: 2 cong Gigabit ethernet va Port
Bonding hé trg Link Aggregation.

- Thuat todn ma hoéa bat d01 xung: Hb tro cac
thuat toan ma hoéa bat dbi xing, téi thiéu: RSA, DSA,
Diffie-Hellman,  Elliptic =~ Curve Cryptography
(ECDSA, ECDH, Ed25519) with named, userdefined
and Brainpool curves.

- Thuit toan ma héa dbi xung;: Ho trg cac thuat
toan ma hoa dbi xirng, toi thiéu: AES, AES-GCM,
AES-CCM, Triple DES, DES, CAST 128, RC2, RC4,
SEED, ARIA

- Thuat toan HASH: Ho tro céc thuat toan HASH,
t6i thiéu: SHA-1, SHA-2, SHA-3, MDS, MD2,
RIPEMD 128, RIPEMD 160, DES MDC2 PADI.

- Ma xéc thyc théng bao (MAC): Hé trg SHA-1,
SHA-2, SHA-3, MD2, RIPEMDI128, RIPEMDI60,
DES MDC-2 PADI, SSL3 MD5 MAC, AES MAC,
CAST-128 MAC, DES MAC, DES3 MAC, DES3
Retail CFB MAC, DES30x9.19 MAC, IDEA MAC,
RC-2 MAC, SEED MAC, ARIA MAC, VISA CVV.

- Bo sinh s ngau nhién: true Random Number
Generator (RNG).

- DPap ung cic chimg chi bao mét phan cung:

Thiét bi ky sb
1 | HSM — chay song
hanh (HA)
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FIPS 140-2 Level 3.

- Téc dd xir ly: RSA-1024: 220tps.

- Co ché xac thuc: Mac dinh: PIN. C6 thé hé trg
MFA str dung OTP véi OTP token.

- Hb tro cac hé diéu hanh: Windows, Linux.

- B0 nhé trong: 2GB RAM, 4 GB solid state flash
memory hard disk.

- Quan tri: H5 tro kha nang phan tach nhiém vu
quén}ri vai nhiéu user roles, ho trg quan tri HSM tir
xa, ho trg GUI truc quan.

- HA & Load Balancing: ~Hc:) tro co qhé Sén sang
cao High-Availability (HA), ho trg can bang tai (load
balancing).

- Backup & Restore: H6 tro viéc sao luu va phuc
hoi théng qua smartcard.

- Logging & Monitoring: H6 tro SNMP, syslog.

- Giao dién két ndi: 24 cdng 10/100/1000 BASE-
T, 4 cong 1/10G SFP/SFP+.

B6 nhd RAM: 2Gb ECC.
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- Théng luong 16p 2/3: 95Mpps. " /./;wj/
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Cuc Diang kiém Viét Nam tran trong kinh moi quy cong ty tham gia g}&&“ﬁ/
thiéu chao gia theo ndi dung nhu trén.
Ban bao gia ciia Quy cong ty xin giri vé Cuyc ding kiém Viét Nam (dia
chi: s6 18 Ducong Pham Hing, Phuong My Dinh 2, Qudn Nam Tir Liem, Ha
Noi) trong thoi gian sém nhat. Chi tiét lién hé Nguyén Viét Téi, sé dién thoai:
0988281606, email: toinv@vr.org.vn.
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