
BO GIAO THONG VANTAI 	CQNG HOA XA HQI CHU NGHIA VIETNAM 
CVC DANG ISM VW NAM 	 DOc lap - Tkr do - Hanh phdc 

Se: 2+t4- /DKVN-VAQ 

THIf MdI CHAO GIA 
V/v bao gia Thiet bi ky se (HSM) 

Kinh gfri: Cac ding ty cung cap thiet bi Cong nghe thong tin tai Viet Nam 

Cvc Dang kiem Viet Nam chuan bi to chirc lva chgn don vi/nha than cung 
cap Thiet bi 14 so (HSM) theo tieu chuan pho bien cua cac don vi cung cap chili 
14 so dm Viet Nam de lqf so van ban va dU lieu ,phvc vu viec trien khai cac 
nhiem vv ve xay dung Chinh 	din va Chuyen doi so, v6i cac hang mvc 
nhu sau: 

TT Goi dich vu Yeu au tei thieu SL 

1 
Thiet bi ky se 
HSM — chay song 
hanh (HA) 

- 	Phan cirng: Cung cap kha nano bao mat cheng 
gia mac) giap bao ve khoi cac et* tan ding vat 1Si NIA 
mang lai mirc dO bao ve cao nhat cho viec Ifm tit va 
xirlS,  thong tin nhay cam nhu khoa mat ma, ma PIN NIA 
cac du lieu khac. Kich thuac 1U 19in rackmount. 

- 	Ket not mang: 2 cung Gigabit ethernet va Port 
Bonding ho trg Link Aggregation. 

- 	Thuat toan ma hem bat doi xVng: He trot cac 
thuat than ma hem bat del ximg, t6i thieu: RSA, DSA, 
Diffie-Hellman, 	Elliptic 	Curve 	Cryptography 
(ECDSA, ECDH, Ed25519) with named, userdefined 
and Brainpool curves. 

- 	Thuat toan ma h6a doi xUng: Ho trot cac thuat 
toan ma Itha doi 'drug, thi thief': 	AES, AES-GCM, 
AES-CCM, Triple DES, DES, CAST 128, RC2, RC4, 
SEED, ARIA 

- 	Thuat toan HASH: He trot cac thuat toan HASH, 
t6i thieu: 	SHA-1, 	SHA-2, 	SHA-3, MD5, MD2, 
RIPEMD 128, RIPEMD 160, DES MDC2 PAD1. 

- 	Ma xac thvc thong bao (MAC): He trot SHA-1, 
SHA-2, SHA-3, MD2, RIPEMD128, RIPEMD160, 
DES MDC-2 PAD1, SSL3 MD5 MAC, AES MAC, 
CAST-128 MAC, DES MAC, DES3 MAC, DES3 
Retail CFB MAC, DES30x9.19 MAC, IDEA MAC, 
RC-2 MAC, SEED MAC, ARIA MAC, VISA CVV. 

- 	BO sinh se ngeu nhien: true Random Number 
Generator (RNG). 

- 	Dap Vng cac chimg chi bao mat phan cung: 

2 

Ha N0i, ngay 15 thing 07 nam 2024 

• • 



THONG 
ran Hoang Phong 

2 

FIPS 140-2 Level 3. 
- 	Ric dO xir13"/: RSA-1024: 220tps. 
- 	Ca the xac thuc: Mac dinh: PIN. Co the ho to 

MFA sir clang OTP voi OTP token. 
- 	HI; try cac he dieu hanh: Windows, Linux. 
- 	BO nhor trong: 2GB RAM, 4 GB solid state flash 

memory hard disk. 
- 	Quart tri: HS try kha nang phan tach nhiem vv 

quart tri yen nhieu user roles, ho try quart tri HSM dr 
xa, ho try GUI trvc quan. 

- 	HA & Load Balancing: HO try co the San sang 
cao High-Availability (HA), h8 try can bang tai (load 
balancing). 

	

s  - 	Backup & Restore: Ho try viec sao ltru NIA phvc 
hoi thong qua smartcard. 

	

- 	Logging & Monitoring: H8 try SNMP, syslog. 

2 Switch 24 cong 

- 	Giao dien ket nOi: 24 cong 10/100/1000 BASE- 
T, 4 cong 1/10G SFP/SFP+. 

- 	BO nho• RAM: 2Gb ECC. 
- 	',Iry tit: 2Gb. 
- 	BO xir V,: 1.25GHz ARM CPU 
- 	Kha 	Wang 	chuyen 	mach 	goi: 	128 	Gbps:ANG 

(bidirectional). 
.I'T - 	Thong luting lop 2/3: 95Mpps. 

-----...,... 

K 
NAN 

Cvc Dang kiem Viet Nam tran trong kinh mai q4 cong ty tham gia 
thieu chat) gia then nOi dung nhu tren. 

Ban bap gia cua Quy cong ty xin giri ve Civic clang kiem Viet Nam (cilia 
chi: so 18 Ditang Phgm Hung, Plnrang My Dinh 2, Quan Nam Tic Dem, Ha 
NOi) trong thoi gian serm nhAt. Chi tiet lien he Nguygn Viet Tai, so dien thoai: 
0988281606, email: toinv@vr.org.vn.  

c. 

Xin tran trong cam and. f.- 

Noi nkin: 
- Nhu tren; 
- Ltru: VT,VAQ. 

TL. CVC TRIXONG 
ONG CHAT LIAM 
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